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1. Introduction 

CharruaPACS is an easy-to-use PACS (Picture Archiving and Communication System) server 

designed for quick installation and straightforward maintenance. It provides a complete solution 

for storing, managing, and distributing medical images using the DICOM standard. 

 

Key Capabilities 

• DICOM C-STORE SCP supporting most common SOP Classes, with uncompressed, 

JPEG Lossless, JPEG Lossy, and JPEG 2000 Transfer Syntaxes. 

• DICOM C-FIND and C-MOVE SCP (Study Root model) for query and retrieval. 

• DICOM C-ECHO Verification SCP. 

• DICOM Modality Worklist SCP for scheduling integration. 

• HL7 v2.x listener for ADT/ORM integration with HIS/RIS systems. 

• Auto-routing engine with flexible rules for forwarding images. 

• DICOMweb services: QIDO-RS, WADO-RS, WADO-URI, and STOW-RS. 

• HTML5 web viewer (Cornerstone) and optional OHIF Viewer with MPR and Volume 

Rendering. 

• Native Windows HTTP Client for advanced visualization, CD/DVD burning, and DICOM 

printing. 

• Multi-tier storage: automatic migration of old studies to archive disks, transparent to 

users and modalities. 

• CharruaDocs: a network virtual printer that archives any printed document as a DICOM 

PDF in the patient's study. 

• Two-factor authentication (2FA) with TOTP codes for the web login. 

• Coercion rules to correct or complete DICOM attributes of received images. 

• Voice dictation of reports using Windows speech recognition. 

 

Application Components 

CharruaPACS consists of four applications: 

 

Parameter Description 

Admin Desktop tool for initial server configuration, database creation, 
backup/restore, and service control. 

DICOM Server Core PACS service handling all DICOM network operations. Runs as 
a Windows Service. 

WEB Server Web-based UI for configuration, image viewing, reporting, worklist, 
and REST API. Runs as a Windows Service. 
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Parameter Description 

HTTP Client Windows desktop viewer connecting via HTTP. Full DICOM viewing 
with 16-bit window/level, measurements, CD/DVD burning, and 
printing. 

 

CharruaPACS is built on the UCDMC DICOM library by Mark Oskin, the Independent JPEG 

Group library, the OpenJPEG library, and the OHIF Viewer. The Advanced Edition uses 

PostgreSQL and the Indy Project TIdHTTPServer. 
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2. System Requirements 

Minimum hardware configuration: 

 

Parameter Description 

Operating System Windows 11 or Windows Server 2019 or later 

RAM 8 GB minimum 

Storage 500 GB HDD minimum (SSD recommended) 

Network 100 Mbps Ethernet (Gigabit recommended) 

Processor Intel Core i5 or equivalent 
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3. Installation 

1. Download the installer from www.charruasoft.com. 

2. Extract the downloaded ZIP file. 

3. Install PostgreSQL if not already installed (see Appendix A). 

4. Run charruapacs_adv_install.exe and follow the wizard. 

 

 
Figure 1. Installation Wizard 

 

5. When the wizard finishes, the Admin window opens. Click "Create dB" to generate the 

database. 

6. Close the Admin application to complete installation. 

7. Navigate to http://localhost in a browser. Log in with: user: admin, password: admin. 

8. On first login the system asks to enable two-factor authentication for the admin account: 

scan the QR code with an authenticator app (Google or Microsoft Authenticator) and 

save the recovery codes (see Appendix I). 

 

Note: Install in the default path (C:\CharruaSoft). Change the default admin password 
immediately. 

3.1 Upgrading from a Previous Version 

When upgrading a 6.34 installation, take into account: 
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• TLS certificates: the DICOM client now verifies the remote server's certificate. 

Destinations with self-signed certificates require importing that certificate into the 

server's Windows Trusted Root store; otherwise the connection is rejected (see 

Appendix F). 

• Passwords: migrated automatically to PBKDF2 on each user's first login. No 

administrator action required. 

• Two-factor authentication: Admin accounts must enroll on their first login after the 

upgrade. Requires the server clock to be synchronized (NTP). 

• PostgreSQL: the service keeps a pool of persistent connections. Check 

max_connections if several services share the database, and stop the service before 

regenerating the database. 

• Backup: the backup folder now includes the configuration, the TLS certificates and a 

database dump. Protect it with the same care as the server itself. 

• Multi-tier: disabled by default (TierDays=0); nothing changes until it is configured. 

• CharruaDocs: the Admin creates the "CharruaDocs" printer at startup (Windows asks 

for elevation once). If AE Title verification is enabled, allow the AE Title 

CHARRUADOCS. 

• Web viewer: clear the browser cache after upgrading so it does not serve files from the 

previous version. 
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4. Admin Configuration 

The Admin application handles initial server setup and maintenance. 

4.1 Main Tab 

 
Figure 2. Admin — Main Tab 

 

Database Section 

• Create DB: Creates a new database with required tables. Use during initial setup. 

• Regen dB: Rebuilds the database by scanning image storage. Use for recovery. 
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• Reset Admin Password: Resets the admin password to "admin". 

• About: Shows the Admin version. 

The PostgreSQL group holds the IP address and password of the database server. 

 

Server Configuration 

• AE Title: DICOM Application Entity Title identifying this PACS on the network. 

• Port Number: TCP port for DICOM connections (default: 11112). 

• Log Level: 0=Errors only, 1=Info messages, 2=Full DICOM tag detail. 

• Image Folder: Directory where DICOM images are stored on disk. 

• Key: License key (provided by CharruaSoft; do not edit by hand). 

• Erase Older than: Automatic deletion of studies by age: Never, 2 years, 1 year, 9, 6, 3, 

2 or 1 month, 1 week. 

• Transfer Syntax: Storage compression: Default, LE Explicit, LE Implicit, JPEG 

Lossless, J2K Lossless. 

• TLS Encryption: Requires TLS on incoming DICOM connections (see Appendix F). 

• Select File System: Defines the storage volumes in filesystem.txt (see Appendix G). 

 

The Admin creates a cp_register.txt file for license registration. Send this to CharruaSoft to 

receive your key. 

Services restart automatically when the configuration is saved, when the database is created or 

regenerated, and when a certificate is obtained; there is no restart button. 
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4.2 WEB Configuration 

 
Figure 3. Admin — WEB Configuration 

 

• Internal WEB Port: Port for local network (default: 80). 

• External WEB Port: Separate port for external access and encrypted links. 

• HTTPS Encryption: Enables HTTPS. Requires a domain and digital certificate. 

• Logoff Timeout: Idle time before automatic session logout. 

• Get New Certificate: Obtains a free Let's Encrypt certificate (valid 3 months). 
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4.3 Backup/Restore 

 
Figure 4. Admin — Backup/Restore 

 

Automatic Backup marks every incoming DICOM object as pending and performs backup cycles 

every 10 minutes. If the backup drive is unavailable, failures are logged. 

• Backup User Table: Exports user accounts and filters for migration or security. 

• Backup Config + DB: On-demand backup of the complete configuration 

(charruapacs.ini, filesystem.txt, routing and coercion rules, remote servers, TLS 

certificates) plus a database dump into the config subfolder of the backup destination. 

With Automatic Backup enabled this backup also runs daily at the day change. 

To restore, select the source folder and click Start. Use "Restore User Table" to restore user 

configurations. 

Re-Scan File System re-imports images from an existing directory into the database, useful for 

migrations. 
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4.4 HL7 Server Configuration 

 
Figure 5. Admin — HL7 Configuration 

 

• HL7 Port: TCP port for incoming HL7 messages. 

• HL7 to DICOM Conversion: Maps HL7 fields to DICOM Worklist attributes. 

• WLS Timeout: Time before Worklist entries are set to DISCONTINUED. 

4.5 Multi-Tier 

Configuration and status of multi-tier storage (see Appendix G). Changes apply after Save and 

a service restart. 

• Migrate studies older than (days): Age, by Study Date, after which studies migrate to 

the archive disk. 0 = multi-tier disabled. 

• Emergency migration below (% free): Minimum free space on the fast disk; below it an 

immediate migration is triggered. 

• Max studies per nightly run: Maximum number of studies migrated per run. 
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• Refresh Status: Shows every volume with its tier, free space and study count, plus 

studies pending migration and legacy keys. 

• Migrate Now: Runs a manual migration with the values in the tab. 
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5. DICOM Server Operation 

The DICOM Server runs as a Windows Service providing: 

 

• Storage SCP (C-STORE): Receives and archives DICOM objects. 

• Verification SCP (C-ECHO): Responds to connectivity tests. 

• Query/Retrieve SCP (C-FIND/C-MOVE): Allows searching and retrieving studies (Study 

Root model). 

• Modality Worklist SCP: Provides scheduled procedures to modalities. 

• Auto-Routing: Forwards incoming objects based on configurable rules. 

• HL7 Listener: Receives HL7 messages for Worklist and patient data. 

• Multi-Tier Storage: Migrates old studies to the archive disk every night (Appendix G). 

• CharruaDocs: Receives virtual printer jobs and archives them as DICOM PDF 

(Appendix H). 

• Coercion: Corrects or completes DICOM attributes of received images according to 

coercion.txt (Appendix J). 

• Load control: Cap on simultaneous DICOM associations (MaxAssociations, default 40); 

above it an A-ASSOCIATE-RJ is returned. 

 

Send log files to info@charruasoft.com for technical support. 

Log files are kept for 120 days and then deleted automatically. 
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6. WEB Server Interface 

The WEB Server provides the primary user interface, accessible at http://localhost or via the 

server's IP/domain. Default credentials: admin/admin. 

After validating user and password, the system asks for the two-factor verification code from 

users who have it enabled; for the Admin role it is mandatory and is set up on first login (see 

Appendix I). 

6.1 Main Page 

 
Figure 6. Navigation Menu 

 

• Home Page: Study query page for finding and viewing DICOM studies. 

• System Administration: Manage Users, Server Setup, Queue Status, PACS 

Dashboard, Audit Data. 

• Query Worklist: Search and manage Worklist entries. 

• Upload DICOM Files: Upload up to 1,000 DICOM files from local system. 

• HTTP Client: Download the native Windows viewer. 
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6.2 Manage Users 

 
Figure 7. Manage Users 

 

Admin-only page for creating and modifying users. Each user has a role: 

 

Parameter Description 

Admin Full access: configuration, users, studies, reports, all operations. 

Manager Edit studies and worklist, assign the reading physician; delete studies 
only if managerCanDelete is enabled in config.json. No server 
configuration or user management. 

Radiologist View studies and create/edit reports (DICOM SR). 

Referring Read-only: view studies and completed reports. 

General Read-only: view studies. 
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User Filters 

 
Figure 8. User Filters 

 

Filters restrict which studies a user can see. Empty filters give access to all studies. Example: 

Modality=CR limits user to CR images only. 

The Location filter (location code) restricts a Manager user to the studies of their sites. 

Admin, Manager, and Radiologist can do DICOM/Windows printing and CD/DVD burning via the 

HTTP Client. 

An administrator can disable two-factor authentication for a user who lost their phone by 

opening http://server/disable2fa.html?user=USERNAME; the user re-enables it on their next 

login. 
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6.3 Server Setup 

 
Figure 9. Server Setup Menu 

Menu options: Server Configuration, Remote Servers, Auto-Routing Configuration, DICOM 

Printers and Server Status (memory and disk usage, remote server status and the Storage Tiers 

panel). 

6.3.1 Server Configuration 

 
Figure 10. Server Configuration 

 



CharruaPACS — User Manual v6.35 

Page 18 

Parameter Description 

Application Entity Title DICOM AE Title for this server. 

DICOM Port TCP port (default: 11112). 

Log Level 0=Errors, 1=Info, 2=DICOM tags. 

Query Max Results C-FIND result limit (0=unlimited). 

Retrieve Max Results C-MOVE result limit (0=unlimited). 

Concurrent Routing Threads Simultaneous auto-routing connections. 

Enable Download in Viewer Download button in Cornerstone. 

Enable Patient Portal Patient access via ID/Accession Number. 

Verify Remote AETs Only allow configured AE Titles. 

Accept Empty Patient Name Accept/reject studies with no name. 

Accept Empty Patient ID Accept/reject studies with no ID. 

Same ID & Name Check Verify consistency within a study. 

Worklist Filter by Station 
AET 

Filter Worklist by calling AET. 

Enable CORS Cross-Origin Resource Sharing. 

Shared Link in DICOM Full DICOM instead of JPEG for shared links. 

REST Authentication Require auth for DICOMweb REST. 

DICOM TLS Require TLS on incoming DICOM connections. 

Distribute Preliminary 
Reports 

Route preliminary reports as well (SendPartialSR). 

Set Reports to Complete 
Automatically 

Promote preliminary reports older than 24 h to final 
(SRCompletionEnabled). 

Shared Link Validity 1 day, 2 days, 30 days or no expiration. 

Open New Window for 
Reports 

Show reports in a new browser window. 
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6.3.2 Remote Servers 

 
Figure 11. Remote Servers 

 

Configure remote DICOM servers for Query and Retrieve. Each entry requires: AE Title, IP 

Address, Port, and Timeout. 
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6.3.3 Auto-Routing 

 
Figure 12. Auto-Routing Rules 

 

Auto-Routing rules define how incoming objects are forwarded: 

• From AET: Source AE Title filter. 

• To AET: Destination server. 

• Modality: Filter by modality (CT, MR, CR, etc.). 

• Transfer Syntax: Compression for forwarded images. 

• Time Window: Schedule routing within specific hours. 

• Additional Filters: Referring Physician, Institution, Study Description. 

• Only with final report: With RouteOnlyWithFinalReport=1 in charruapacs.ini, studies 

are queued for sending only once they have a final report. 

 

Three virtual servers are available for special processing: 

• JPEG Server: Converts DICOM to JPEG files. 

• REPORTS Server: Routes all DICOM SR objects. 
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• JSON Server: Converts DICOM-SR to JSON format. 

With Log Level 2, the server log records why a study did not match any routing rule. 

6.4 Routing Queue Status 

 
Figure 13. Routing Queue 

 

Shows pending routing jobs and failed ones (ERROR status). Failed jobs are not retried 

automatically: from this page they can be re-sent (selected or all) or deleted. 

6.5 DICOM Web Upload 

 
Figure 14. Web Upload 

 

Upload up to 1,000 DICOM files from your local file system. 

6.6 Query Studies 

 
Figure 15. Query Filters 

 

Search using any combination of filters. Partial matches are supported. 

• Today: Studies for today. 

• Yesterday: Studies from the previous day. 

• PDF List: Generate a PDF listing of selected studies. 
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Figure 16. Study List 

 

Click a patient name to open the viewer. Select studies to access these actions: 

 

Parameter Description 

Send Send study to a remote DICOM server (Admin, Manager, 
Radiologist). 

Edit Update patient/study metadata (Admin, Manager). 

Report Create/edit a DICOM Structured Report (Radiologist only). 

Attach File Add DOC, DOCX, JPG, PDF or MP4 files (Admin, Manager, 
Radiologist). 

Share Generate an encrypted external link (Admin, Manager, Radiologist, 
Referring). 

Assign Reassign study/series to another patient or Worklist entry (Admin, 
Manager). 

Delete Remove study (or individual series) from the archive (Admin; 
Manager only with managerCanDelete enabled in config.json). 

Select Reader Assign the radiologist who will report the study (Admin, Manager). 

Download Download the study in DICOM format (Radiologist only). 

 

Documents captured by CharruaDocs that could not be identified appear under the patient 

"Anonimo para Identificar", with the printing user and computer in the Study Description. Search 

for "Anonimo", open the document and use Assign to attach it to the correct study (see 

Appendix H). 
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6.7 Cornerstone HTML5 Viewer 

 
Figure 17. Cornerstone Viewer 

 

Browser-based viewer supporting desktop, tablet, and mobile. Supports 8/16-bit grayscale and 

RGB. 

 

 
Figure 18. Toolbar 

 

Parameter Description 

1. Series Toggle series thumbnail sidebar. 

2. WW/WC Window Width/Center adjustment, with Thorax, Head, Lungs and 
Bone presets. 

3. Pan Move image by dragging. 

4. Scroll Scroll through image stack. 

5. Cine Auto-play through series. 

6. Invert Negative display. 

7. Measurements Distance, Circular ROI, Rectangle ROI, Angle, Cobb Angle, 
Annotation, Probe and Eraser. 

8. Rotate Clockwise rotation. 

9. Layout 1x1, 2x1, 3x1, 2x2 or 3x2 grid. 

10. Print to PDF Export as PDF. 

11. Download ZIP with DICOM images and lite viewer. 
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Parameter Description 

12. Reset Reset display. 

13. Home Return to study list. 

14. 3D For CT/MR: Axial, MPR+3D, MPR and 3D presets Bone, Cardio, 
AAA and Chest. 

 

3D visualization (MPR and Volume Rendering) is available for CT/MR datasets. 

Studies without images (report only) display the report directly, and DICOM ECGs are 

presented as reports. While loading, a progress indicator is shown until the first image and a 

progress bar for multiframe studies. 

Note: With JPEG lossy, measurement tools are disabled because pixel values are not 
preserved. 

 

OHIF Viewer (Alternative) 

Enable OHIF by setting useOHIF: true in main/config.json. Restart services after saving. More 

info at https://ohif.org/. 

6.8 HTTP Client 

Native Windows viewer with full 16-bit window/leveling over HTTP (port 80). 

 

 
Figure 19. HTTP Client — Study Browser 
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• Query: Retrieve first twenty matching studies. 

• Burn CD/DVD: Create media with studies and viewer. 

• Download: Download studies to local cache. 

 

 
Figure 20. HTTP Client — Viewer 

 

• Window/Level, Zoom/Pan, Scroll/Cine, Invert. 

• Annotations: linear and angle measurements, ROI. 

• Layouts: 1x1, 1x2, 1x3, 2x2, 2x3. 

• Report writing (DICOM SR), voice recording. 

• DICOM/Windows printing (AET: HTTPCLIENT). 

 

Disclaimer: The viewers included in CharruaPACS are not intended for primary diagnosis. 

Primary diagnosis must be performed on diagnostic viewing workstations that meet the 

applicable hardware, calibration, and validation requirements, in accordance with the 

regulations in force in the jurisdiction where the system is used. 

 

6.9 Report Workflow 

1. Write reports in the HTTP Client or Web interface. Templates load based on Study 

Description. Use plain text only. 

2. Voice dictation: the Dictate button places the cursor in the report; Win+H starts Windows 

dictation (see Appendix K). 

3. The text being edited is kept in the browser: if the session times out, it is recovered when 

the same study is reopened. 
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4. Save as Preliminary (default) or Final. Preliminary reports are not visible to the Referring 

and General roles. 

5. After 24 hours, Preliminary reports auto-promote to Completed (configurable via 

SRCompletionEnabled). 

6. Any Radiologist can modify or co-sign a Preliminary report. All changes are audited. 

Completed reports accept only addendums. 

7. View reports by selecting the report series in the image viewer. 

8. Print reports with custom templates (header/footer images from the templates folder). 

 

6.10 Query Worklist 

 
Figure 21. Query Worklist 

 

Search by Patient Name, ID, Date, Modality, or Status (SCHEDULED, COMPLETED, 

DISCONTINUED). 
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Figure 22. Add Worklist Entry 

 

Note: Entries auto-set to DISCONTINUED after timeout (default: 24h, configurable in 
Admin). 
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6.11 DashBoard 

Advanced Edition only. It summarises server activity as counts: how many studies came in, who 
reported them and what state they ended in. It does not list individual studies; that is what the 
search in 6.6 is for. 
Pick a date range and, optionally, an institution. The Report drop-down decides what is counted: 
studies by modality, reports by radiologist, studies by operator, studies by status, or study 
exports. The Status filter narrows it to Unread, Assigned, Preliminary or Final. 
Submit runs the query; PDF and CSV download the same result to file it or open it in a 
spreadsheet; Reset returns the filters to today. 

 
Figure 23. DashBoard: studies by modality and institution 

When the screen opens, the range starts on today and the table is empty: widen the range and 
press Submit. Changing the From date copies that value into To, so set the start of the period 
first and the end afterwards. 

6.12 Audit 

Advanced Edition only. It records who did what and when: sign-ins, study lookups, transfers to 
other nodes, reports saved and signed, users created and removed, configuration changes and 
deletions. 
The filters are the date range, the user, the event type (EDIT, SEND, RECEIVE, REPORT, 
ATTACH, ASSIGN, CONFIGURATION, LINK, DELETE) and free text over the description. Like 
the DashBoard, it exports the result to PDF or CSV. 

 
Figure 24. Audit: events for the period, with user, type and date 

Appendix A. PostgreSQL Installation 

1. Download from https://www.enterprisedb.com/downloads/postgres-postgresql-

downloads (v13.10+). 
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2. Run the installer. 

 

 
Figure 25. Installation Folder 

 
Figure 26. Data Directory 

 

3. Set the password to "postgres". 
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Figure 27. Password Setup 

 

4. Keep default port (5432). Uncheck Stack Builder on final screen. 

 

 
Figure 28. Finish 

 

Note: After PostgreSQL is installed, run the Admin app and click "Create dB". 
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Appendix B. Configuration File (charruapacs.ini) 

B.1 PACS Server [CP_Config] 

 

Parameter Description 

AET PACS Application Entity Title. 

DCMPort DICOM Server port. 

HL7Port HL7 Server port. 

TransferSyntax 0=Default, 1=LE Explicit, 2=LE Implicit, 3=JPEG Lossless, 4=J2K 
Lossless. 

LogLevel 0=Errors, 1=Info, 2=DICOM tags. 

DeleteOld 0=Never, 1=2yr, 2=1yr, 3=9mo, 4=6mo, 5=3mo, 6=2mo, 7=1mo, 
8=1wk. 

AutomaticBkp 0=Off, 1=On (requires BkpFolder). 

BkpFolder Backup path (different drive). 

Imagebox Image storage path. 

Key License key. 

AcceptEmptyName 0=Reject, 1=Accept (timestamp). 

AcceptEmptyID 0=Reject, 1=Accept (timestamp). 

SameIDName 0=No check, 1=Verify consistency. 

WLFilterByStationAET 0=No, 1=Filter by AET. 

QueryResults Max query results (0=unlimited). 

RetrieveResults Max retrieve results (0=unlimited). 

RoutingThreads Simultaneous routing threads. 

VerifyAETs 1=Only known AETs. 

TLSEncryption 1=Enable DICOM TLS. 

SPSTimeoutIndex 0=24h, 1=12h, 2=6h, 3=3h. 

SendPartialSR 1=Distribute Preliminary reports. 

SRCompletionEnabled 1=Auto-promote after 24h. 

JSONURL URL for JSON SR output. 

SendStudyJSON 1=Send study data to URL. 

MaxAssociations Cap on concurrent DICOM associations (0=unlimited, default 40). 

RouteOnlyWithFinalReport 1=Queue for routing only with a final report. 

TierDays Multi-tier: days after which studies migrate to the archive tier 
(0=disabled). 

TierMinFree Multi-tier: minimum free space % on the fast disk (default 10). 

TierBatch Multi-tier: max. studies migrated per run (default 100). 
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Parameter Description 

CDocDays CharruaDocs: days back to search for candidates (default 7). 

CDocMinScore CharruaDocs: minimum score to assign (1-100, default 60). 

CDocMargin CharruaDocs: minimum lead over the second candidate (default 15). 

Language Installation language (es/en/pt): used by the web interface and by the 
CharruaDocs OCR. 

KeyObject 1=Mark received images as Key Objects. 

CheckEncoding 1=Validate the character set (0008,0005) of received objects. 

ImgBoxUserName / 
ImgBoxPassWord 

Imagebox credentials when it is a network share (UNC). 

StudyCompletionTimeout Minutes without new images before a study is considered complete 
(1-60, default 10). 

SOAPURL SOAP endpoint for patient data lookup (if applicable). 

B.2 WEB Server [WEB_Config] 

 

Parameter Description 

WEBPort Web server port. 

WEBAuthentication 0=No auth, 1=Required. 

ShareLinkValidity 0=1d, 1=2d, 2=30d, 3=Never. 

ShareLinkDICOM 0=JPEG, 1=Full DICOM. 

HTTPSEncryption 1=HTTPS enabled. 

PatientPortal 1=Enable Patient Portal. 

EnableDownload 1=Download button in viewer. 

SessionTimeout 0=Off, 1=5m, 2=10m, 3=20m, 4=60m. 

SiteName Institution name shown on the web login screen. Empty shows 
"CharruaPACS". 

Domain Internet domain. 

RestAuthentication 1=Auth for REST. 

EnableCORS 1=Enable CORS. 

EnableExternalWEBPort 1=External port enabled. 

ExtWEBPort External port (default 443). 

ExtHTTPSEncryption 1=HTTPS for external. 

TOTPTrustDays Days of "remember this device" for 2FA (0=always ask, default 30). 

FilterByRadiologist 1=Each radiologist sees only the studies assigned to them. 

WLDefaultModality Modality preselected when creating a worklist entry on the web. 

UseMP4 1=Convert cine loops to MP4 for the browser. 

Use_IHE_PDI 1=Create CD/DVD with the IHE PDI structure. 
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Parameter Description 

RestrictAudioReports 1=Audio reports visible only to the radiologist who recorded them. 

B.3 Active Directory 

 

Parameter Description 

ADEnable 0=Disabled, 1=Enabled. 

ADDomain AD domain name. 

AD_AdministratorsGroup Admin role group. 

AD_RadiologistsGroup Radiologist role group. 

AD_ReferringsGroup Referring role group. 

AD_ManagersGroup Manager role group. 

B.4 Report Template [Template] 

 

Parameter Description 

ReportTitle Title on printed reports. 

Header Path to header JPEG. 

Footer Path to footer JPEG. 

B.5 Database [Database] 

 

Parameter Description 

DBIPAddress PostgreSQL server IP. 

DBUserName Database username. 

DBPassWord Database password. 
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Appendix C. Network Drive Backup 

Windows Services cannot access mapped drives. Use UNC paths instead: 

 

1. Open charruapacs.ini in the CP_Advanced folder. 

2. Set AutomaticBkp=1. 

3. Set BkpFolder=\\Server\share\path\. 

4. Save and close. 

5. Open Windows Services (Control Panel > Administrative Tools > Services). 

6. Right-click CharruaPACS_ADVANCED > Properties > Log On tab. 

7. Select "This account" and choose the user with network share access. 

8. Enter the password, click Apply/OK. 

9. Repeat for CharruaWEB_ADVANCED service. 

10. Restart the computer. Wait 5 minutes for services to start. 

 

Verify by checking the latest _server log file for the lines "BackupThread::Execute Start" and "N 

objects pending backup" without errors. 
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Appendix D. DICOMweb REST Interface 

D.1 QIDO-RS (Query) 

Base URL: http://Server:Port/qido-rs/ 

Responses in JSON or XML based on Accept header. 

 

Study Level: /qido-rs/studies 

Parameters: PatientID, PatientName, PatientBirthDate, StudyModality, StudyDate, 

AccessionNumber, InstitutionName, StudyDescription, ReferringPhysician, StudyInstanceUID, 

Status, includefield, fuzzymatching, offset, limit (default QueryResults). Numeric tags 

(00100020, etc.) are accepted as well. 

Series Level: /qido-rs/studies/{StudyUID}/series 

Parameters: Modality, SeriesInstanceUID, SeriesNumber. 

Instance Level: /qido-rs/studies/{StudyUID}/series/{SeriesUID}/instances 

Parameters: SOPClassUID, SOPInstanceUID, InstanceNumber, sortorder (0-5). 

D.2 WADO-URI 

Single object retrieval: http://Server:Port/wado/ with StudyInstanceUID, SeriesInstanceUID, 

SOPInstanceUID. 

D.3 WADO-RS 

• Study: /wado-rs/studies/{StudyUID} 

• Series: /wado-rs/studies/{StudyUID}/series/{SeriesUID} 

• Instance: /wado-rs/studies/{StudyUID}/series/{SeriesUID}/instances/{SOPUID} 

D.4 STOW-RS 

POST to: http://Server:Port/stow-rs/studies/[{StudyUID}] 
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Appendix E. CharruaPACS REST API 

E.1 Create Encrypted Link 

GET /createlink?AccessionNumber=12345678 (with admin credentials). Returns shareable 

URL. 

E.2 Send Study 

POST /routingqueue. JSON: AET, TS (0-6), PatientName, StudyInstanceUID. 

E.3 Edit Study 

POST /updatestudy. JSON: Name, ID, BD, Sex, Comments, AccessionNumber, Description, 

Institution, StudyID, Referring, BIRADS, StudyInstanceUID, Status (0-4). 

E.4 Create Report 

POST /reportstudy (Content-Type: application/json). JSON: PatientName, StudyInstanceUID, 

Text, Comments, SOPInstanceUID, MedicalAlerts, Status, Sign. Attachments are sent through 

POST /attachfile (multipart/form-data). 

E.5 Assign Series 

POST /assignseries. JSON: study (destination), priorstudyuid, priorname, series (array). 

E.6 Delete Study 

POST /deletestudy. JSON: PatientName, PatientID, StudyInstanceUID. 

E.7 Add to Worklist 

POST /worklist. JSON: id, descr, date, starttime, patid, patname, patbd, patsex, origin, modality, 

aet, referring, clinicaldata, status. 
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Appendix F. SSL/TLS Encryption 

CharruaPACS supports PKI encryption for DICOM TLS and HTTPS using OpenSSL. The 

installer creates self-signed certificates (testing only). 

 

For production: use the Admin "Get New Certificate" button for free Let's Encrypt certificates (3 

months), or install a commercial certificate. 

 

DICOM TLS encrypts data between DICOM peers. HTTPS secures the web interface on port 

443. 

Since version 6.35 the DICOM client verifies the remote server's certificate (chain, host name 

and validity) and requires TLS 1.2 or later. Without an explicit CA file the Windows Trusted Root 

store is used: to connect to a destination with a self-signed certificate, import that certificate into 

the server's store. If verification fails, the connection is rejected and the reason is logged. 
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Appendix G. Multi-Tier Storage 

Advanced Edition only. Keeps recent studies on the fast disk (Imagebox) and automatically 

migrates old ones, by Study Date, to one or more archive volumes. Migrated studies remain 

available through DICOM, DICOMweb and the viewer with no difference for the user. 

G.1 How It Works 

• Each study migrates in four steps: copy, verify (file count and size), switch the location in 

the database, and only then delete the source. An interruption never leaves a study 

inaccessible. 

• Studies with a Study Date older than TierDays migrate, oldest first, up to TierBatch per 

nightly run. Studies that received images in the last 7 days are skipped. 

• A study is never split: images arriving for a migrated study are written to the archive 

volume where it already lives. 

• Emergency migration: if the fast disk drops below TierMinFree % free, migration starts 

immediately (checked every 10 minutes). 

• With several archive volumes, each run uses the one with the most free space. 

G.2 Configuration 

Volumes are defined in filesystem.txt (installation folder), one line per volume: key,path[,tier]. 

Example with one fast disk and two archive disks: 

A1B2C3D4,D:\imagebox 
ARCHIVE1,E:\archive,1 
ARCHIVE2,F:\archive,1 

Field Meaning 

key Unique volume identifier (letters and digits). Studies reference it: 
never change or remove it while studies point to it. 

path Root folder of the volume. 

tier 0 = fast disk (default when omitted); 1 = archive, migration 
destination. 

 

The TierDays, TierMinFree and TierBatch thresholds are edited in the Admin Multi-Tier tab or in 

charruapacs.ini (Appendix B.1). To enable: 

1. Prepare the archive volume with read/write permissions for the service account. 

2. Add its line to filesystem.txt with tier 1. 

3. Set TierDays (e.g. 730 for two years) and review TierMinFree and TierBatch. 

4. Restart the CharruaPACS and CharruaWEB services: both read filesystem.txt at startup. 

5. Verify with the Admin's Refresh Status or GET /tierstatus that the volume appears with 

its tier and free space. 
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Note: filesystem.txt is the map that tells which disk each study lives on. If it is lost or a line with 

studies is removed, those studies stop being served (the files are not lost; restoring the line 

restores access). It is included in the configuration backup. 

G.3 Operation and Monitoring 

• Automatic nightly run at the day change; each migrated study is logged 

(MigrateOneStudy / MigrateTierStudies). 

• Manual migration: Admin → Multi-Tier → Migrate Now, or GET 

/tiermigrate?days=N&batch=N with admin credentials. 

• Status: Refresh Status in the Admin, the Storage Tiers panel under Server Setup → 

Server Status in the web interface, or GET /tierstatus (JSON with tier, path, % free and 

studies per volume, plus pending and legacy counts). 

• Legacy keys: studies from earlier installations whose key is not in filesystem.txt. They 

are served from the Imagebox and disappear as they migrate. 

G.4 Troubleshooting 

Symptom Cause and action 

Log: no hay filesystem tier 1 
disponible 

Missing tier-1 line or the archive volume is offline. Fix and restart 
services; migration resumes on the next run. 

Manual run returns 
{"migrated":0} 

No study meets the criteria: none older than the threshold, all with 
recent activity, or everything already migrated. Check Pending in the 
status. 

Log: MigrateOneStudy, 
verificacion fallida 

Copy mismatch (archive disk full or faulty). The study was not 
switched and stays on the fast disk; the next run retries. 

GetStudyPath, Image Path 
does not exist when opening 
a study 

The study's volume is offline or its filesystem.txt line was removed. 
Bring the volume online or restore the line from the backup. 

Fast disk keeps filling up Lower TierDays, raise TierBatch or raise TierMinFree. Use Migrate 
Now to drain immediately. 
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Appendix H. CharruaDocs 

Advanced Edition only. CharruaDocs appears on the network as a shared printer named 

"CharruaDocs". Any document printed to it — RIS reports, lab results, output from equipment 

without DICOM — is converted to PDF, the patient is identified from the text of the first page, 

and it is archived as a DICOM PDF (Encapsulated PDF) in the matching study. Several 

workstations can print at the same time. 

H.1 Requirements and Setup 

• Windows 10 / Server 2016 or later, with the "Microsoft Print to PDF" printer present on 

the server. 

• The Admin creates the "CharruaDocs" printer automatically at startup (Windows asks for 

elevation once). Share it like any Windows printer and add it on each workstation as 

\\SERVER\CharruaDocs. 

• If AE Title verification is enabled, allow the AE Title CHARRUADOCS. If DICOM TLS is 

enabled, the local connection also negotiates TLS. 

• Windows OCR language pack (optional): needed only to identify scanned pages or 

pages printed as images. 

• Without a license key (DEMO mode) capture works, but everything is stored unidentified. 

H.2 Patient Identification 

The text of the first page is compared against the Worklist and the PACS studies: first the last 

CDocDays days, then by date, ID number or name printed on the page (so a reprint from years 

ago finds its original study). Each match adds evidence: Patient ID and Accession Number 

weigh a lot, the Study Date little. With the default threshold (CDocMinScore=60) two strong 

identifiers are required to assign; if two patients score too close (CDocMargin), no guess is 

made. Parameters in Appendix B.1. 

Note: The demographics of the stored object are always copied from the matched record 

(Worklist or study), never from the page. A document filed under the wrong patient is worse than 

one waiting for assignment. 

H.3 Unidentified Documents 

They are stored as a study of their own with patient "Anonimo para Identificar", ID CDOC-date-

job and, in the Study Description, the printing user and computer. To resolve them: search for 

"Anonimo" in the web interface, open the document and use Assign (the operation is audited). 

Each printout gets its own ID, so they never pile up under a single dummy patient. 

H.4 What Is Stored 

• A DICOM Encapsulated PDF object with the document exactly as printed, color 

included. Only the first page is read for identification; the whole document is stored. 
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• In an existing study it arrives as a new PRINTOUT series (number 990), keeping the 

Study Instance UID. 

• It enters through the normal storage path: routing, backup and study-completion 

notifications apply to it. 

H.5 Troubleshooting 

All activity is logged in the service log with the CharruaDocs prefix; with Log Level 2 the score of 

every candidate is shown. 

Symptom Check 

Nothing happens when 
printing 

Does the log show "escuchando el puerto de impresion 9100"? Does 
the CharruaDocs printer exist with port IP_127.0.0.1:9100? Is another 
program using TCP port 9100 on the server? 

Log: XPS2PDF fallo "Microsoft Print to PDF" is missing on the server: reinstall it from 
Windows optional features. 

Log: no asocia con el PACS 
local 

With AE Title verification, allow CHARRUADOCS. With TLS, 
configure the trust store. 

Everything arrives as 
"Anonimo" although the data 
is on the page 

DEMO mode? Are there candidates within the search reach? With 
Log Level 2 the log shows why the threshold was not reached. 

Scanned documents always 
arrive as "Anonimo" 

OCR not available: check for "OCR no disponible" in the startup log 
and install the Windows OCR language pack. 

A job failed to store The converted PDF is kept in the charruadocs\ folder of the 
installation and the error is logged; nothing is discarded silently. 
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Appendix I. Two-Factor Authentication (2FA) 

Advanced Edition only. In addition to the password, the web login asks for a 6-digit code 

generated by an authenticator app on the phone (Google Authenticator, Microsoft Authenticator, 

FreeOTP, Aegis, Authy…), with no SMS or internet. It is mandatory for administrators and 

managers — the system asks to enable it on first login — and optional for all other users, who 

are offered it once when they log in: if they decline, they are not asked again. 

 
Figure I.1. Two-step verification offer 

I.1 Enrollment 

1. Log in with user and password. An Admin or a Manager who is not enrolled sees the 

enrollment screen automatically; other users open it with the “Two-Step Verification” 

button on the main page. 

2. In the authenticator app, add an account and scan the QR code on screen (or enter the 

key shown below it manually). 

3. Type the 6-digit code shown by the app and press Activate. 

4. Save the 8 recovery codes (format XXXXX-XXXXX): each works once and they are 

never shown again. 
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Figure I.2. Enrollment: QR code and manual key 
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Figure I.3. Recovery codes, shown only once 

I.2 Daily Use 

After the password, type the code of the CharruaPACS entry in the app. The "Do not ask for the 

code on this device" checkbox (TOTPTrustDays, 30 days by default) skips the prompt in that 

browser; use it only on personal computers. Five wrong codes close the session. Without the 

phone at hand, type a recovery code in the same field. 
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Figure I.4. Code prompt at login 

I.3 New or Lost Phone, Disabling 

Situation What to do 

Changed phone and can still 
log in 

Log in and open enroll2fa.html → "Set up a new phone". Scan the 
QR with the new phone and receive new recovery codes. 

Lost the phone and has no 
recovery codes 

An administrator opens 
http://server/disable2fa.html?user=USERNAME. The user re-enables 
2FA on their next login. 

Disable (optional users) enroll2fa.html → "Disable two-factor authentication". For Admins the 
system asks to enroll again on the next login. 

To change phones, open “Two-Step Verification” from the main page and press “Set up a new 

phone”: a new key is generated, new recovery codes are shown, and the previous setup stops 

working. If the phone is not at hand when logging in, type a recovery code instead of the 6-digit 

code. If both the phone and the recovery codes are lost, an administrator can reset the user’s 

second factor from User Management, with the “Reset 2FA” button on their row; the account is 

asked to enroll again on the next login if its role requires it. Users with optional 2FA can turn it 

off themselves with “Turn off” on that same screen; administrators and managers cannot, they 

can only re-enroll. 
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Figure I.5. Two-step verification status 

I.4 Notes for the Administrator 

• The secrets and the recovery codes live encrypted in the UserTOTP table in the 

database and travel with the Admin’s user backup. If the configured Domain changes, 

the secrets cannot be decrypted and users must re-enroll. 

• If a user loses both the phone and the recovery codes, reset their second factor from 

User Management, with the “Reset 2FA” button. Deleting a user also removes their 

enrollment. 

 
Figure I.6. Resetting the second factor from User Management 

• The server clock must be synchronized (NTP): a drift over ±30 seconds makes every 

code fail. If it fails for all users at once, it is the server clock; if for one user only, the 

automatic time on their phone. 

• Applies to the interactive web login. It does not apply to shared links, the patient portal, 

or REST integrations with user and password. 
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Appendix J. Coercion Rules (coercion.txt) 

Coercion corrects or completes DICOM attributes of images as they arrive via C-STORE, before 

they are stored. The change is permanent: the stored file already contains the modified values, 

so test the rules before using them in production. Rules are read from coercion.txt in the 

installation folder, once at service startup: any change requires a restart. If the file does not 

exist, no rule is applied. A coercion_example.txt is shipped as a starting point. 

J.1 Format 

One rule per line, four fields separated by vertical bars: 

<source> | <condition> | <target> | <value> 

Read as "if the source meets the condition, write the value into the target". Source and target 

are tags (gggg,eeee); the source can also be AET, the AE Title of the sending modality. Spaces 

around the bars are ignored, values may contain commas, and empty lines or lines starting with 

# are ignored. 

Condition Triggers when 

= text The source is exactly that text (case-sensitive). 

CONTAINS text The source contains the text at any position. 

EMPTY The source is empty or absent. Useful to fill in missing data. 

ANY Always. 

 

Value Writes 

A text That literal text; it may contain commas and spaces. 

@(gggg,eeee) The value of that tag. Allows copying from one tag to another. 

%DATE% / %TIME% / 
%TIMESTAMP% 

Server date (YYYYMMDD), time (hhmmss) or both. 

%AET% AE Title of the modality that sent the images. 

 

J.2 Examples 

AET         | = CT1          | (0008,0080) | Central Hospital, CT 
(0008,1030) | EMPTY          | (0008,1030) | Study without description 
(0040,1001) | EMPTY          | (0040,1001) | @(0008,0050) 
AET         | = US2          | (0008,0020) | %DATE% 
(0008,1030) | CONTAINS CHEST | (0008,1040) | Pulmonology 

Rules are applied in file order and in cascade: a later rule sees the values already modified by 

earlier ones. Swapping two tags requires an auxiliary tag (three rules). 



CharruaPACS — User Manual v6.35 

Page 48 

J.3 Restrictions 

• Tags of group 0010 (patient data) cannot be written; they can be used as source. 

• UID tags (VR UI) and sequences (SQ) are not allowed as source or target. 

• Dates (VR DA) must be valid YYYYMMDD and numeric tags must receive numeric 

values. 

• At startup, invalid rules are discarded and the reason is written to the daily log 

(logs\YYYYMMDD_server.txt), together with "N reglas leidas / M reglas activas". Check 

the log after every change. 

• The previous notation of six comma-separated fields is still accepted; migrating to the 

bar notation is recommended. 
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Appendix K. Voice Dictation 

Reports can be dictated with the speech recognition built into Windows; no additional software 

is required. The Dictate button in the report places the cursor in the text box and reminds you of 

the shortcut: dictation is started by the user with Win+H, because no web page can switch on 

operating system features. 

K.1 Preparation (once per computer) 

• A microphone recognized by Windows (Settings → System → Sound → Input). A 

headset or desktop microphone improves accuracy. 

• A language with the Speech recognition component installed (Settings → Time & 

language → Language & region → Language options). Installing a language does not 

install speech: it is a separate optional feature. 

• Windows 10: additionally, Settings → Privacy → Speech → Online speech recognition 

enabled. 

K.2 Use 

1. Open the study report and press Dictate. 

2. Press Win+H: the Windows dictation bar appears. 

3. Dictate. Punctuation is spoken ("comma", "period", "new paragraph") or automatic 

punctuation is enabled in the bar's gear icon. 

4. Press Win+H again or say "stop dictating". 

5. Review the text and save the report as usual. 

K.3 Notes 

• Windows speech recognition is general-purpose, not medical: always review technical 

terms, abbreviations and proper names before signing. 

• Dictation writes where the focus is; if the text appears elsewhere, press Dictate again. 

• The language is chosen in the dictation bar itself, independently of the PACS language. 

• Privacy: depending on the Windows version and language, speech is processed on the 

computer or sent to Microsoft servers (mandatory on Windows 10). Check with the IT 

department before adopting dictation. 

• The text being edited is kept in the browser for up to 24 hours as a safety net against a 

session timeout; it does not replace saving the report. 



CharruaPACS — User Manual v6.35 

Page 50 

Appendix L. E-mail Alerts (WatchDog) 

The WatchDog service monitors the PACS and sends an e-mail when something fails: services 

that stop responding, disks running out of space, or a stalled routing queue. It is configured in 

the administrator, WatchDog tab. Without a mail account, alerts are only written to the service 

log. 

L.1 Configuration 

• Tick “Notify by e-mail” and enter the address that will receive the alerts in “Send alerts 

to”. It may differ from the sending address. 

• “SMTP Account” holds the sending account: server, port, STARTTLS, user, password 

and sender address. 

• The sender (“From”) must match the user: most providers reject the message otherwise. 

• For an internal relay: the relay address, port 25, STARTTLS unticked, and empty user 

and password. 

• Closing the administrator saves the settings and restarts the WatchDog so it picks them 

up. 

L.2 Gmail accounts 

• Gmail does not accept the account password: an “app password” must be generated — 

16 letters created solely for this purpose. 

• Generate it in an incognito window, signed in only with the account that will send the 

alerts. Doing it with another account signed in is the most common mistake: the key is 

valid but will not work. 

• Google requires 2-Step Verification to be enabled; without it, the app passwords page is 

not even shown. 

• Enter it without the spaces Google displays: it is 16 characters. Server smtp.gmail.com, 

port 587, STARTTLS ticked. 

L.3 Verification 

• The “Send test e-mail” button sends a test message using the values on screen, with no 

need to save first. 

• “Username and Password not accepted”: the password was generated with a different 

Google account signed in, or the spaces were left in. 

• “Application-specific password required”: the account password was entered instead of 

the app password. 

• Every test is written to the administrator log together with the mail server's reply. 
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Appendix M. Weasis Integration 

Weasis is a free, open-source desktop DICOM viewer. It connects to CharruaPACS in two 
ways, which can be used together: over the DICOM protocol — query and retrieve — or over 
DICOMweb. Everything is configured in File → Preferences → DICOM → Dicom node list. 

M.1 DICOM Query and Retrieve 

Weasis already ships the local nodes: under “DICOM calling Node” there is a “Default 
Query/Retrieve” entry, with AE Title WEASIS_QR on port 11113. There is no need to create it, 
only to select it. That is the name Weasis presents and the port on which it receives images, so 
those are the two values to register on the server side. If they are changed, change them on 
both sides. 
Under “DICOM Node” add CharruaPACS, with the server AE Title (the AET parameter in 
charruapacs.ini, CHARRUAPACS by default), the host name or IP, and the DICOM port 
(DCMPort, 11112 by default). 
Two conditions will break the setup if they are not met: 

• The query model must be Study Root. It is the only one the server accepts; with Patient 

Root the association is rejected. 

• Retrieval must use C-MOVE, because CharruaPACS does not implement C-GET. And 

since in a C-MOVE it is the server that opens the connection to send, the Weasis AE 

Title and port must be registered under Server Configuration → Remote Servers. 

Without that entry the transfer has no destination and always fails. 

To check the setup, the daily server log records the incoming association, the query, and each 
series sent. 

M.2 DICOMweb 

Under “WEB Node” add a node with the address http://server/dicomweb (https if 
HTTPSEncryption is on). That same prefix serves both the query (QIDO-RS) and the retrieval 
(WADO-RS). 
If RestAuthentication is 1, the interface requires basic authentication and Weasis offers no user 
and password fields: add it by hand under “HTTP Headers”, with the name Authorization and, 
as the value, the word Basic followed by user:password encoded in Base64. 
The user role filters what is visible: a referring physician gets only their own studies. Two-step 
verification does not come into play, as it does not apply to basic authentication. 

M.3 Notes 

• Searches by name, patient ID and accession number match by prefix. Since names are 

stored as Family^Given, typing the family name is enough; to search inside the text, use 

*. 

• A date range is written YYYYMMDD-YYYYMMDD. A single date is read as “from that 

date onward”. 

• The QueryResults parameter (200 by default) caps the results. If a query reaches that 

cap the server also answers with an error, so narrow the search rather than raising the 

limit. 
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• Weasis requests two kinds of preview. Thumbnails (/thumbnail) are served normally. 

The server-rendered image (/rendered) is not implemented and will not be: the viewer 

decodes the DICOM itself, so the only effect is one error line in the log per request. It 

affects neither the query nor opening the studies. 
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Document Change History 

 

Version Date Author Changes 

6.2 01/03/2017 R. Sanguinetti Appendixes, v6.29 screenshots. 

6.3 31/07/2018 R. Sanguinetti HTTP Client report changes. 

6.4 30/06/2020 P. Poymarac v6.31 updates. 

6.5 08/10/2021 R. Sanguinetti v6.32 updates. 

6.6 04/10/2022 R. Sanguinetti v6.32.5 updates. 

6.7 01/04/2023 R. Sanguinetti v6.33 updates. 

6.33.5 01/04/2023 R. Sanguinetti v6.33.5 updates. 

6.34 24/06/2025 R. Sanguinetti v6.34 updates. 

7.0 08/03/2026 CharruaSoft Complete rewrite. 

7.1 02/09/2026 CharruaSoft Update to v6.35: multi-tier, CharruaDocs, 
2FA, coercion, voice dictation; appendices 
G to K. Inherited content corrected against 
the code (Admin, ports, backup, routing 
retries, roles, ini keys, REST API). 
WatchDog e-mail alerts. 

7.2 06/09/2026 CharruaSoft Update for 6.35 after the login and 2FA 
review: Appendix I now states that the 
second factor is also mandatory for the 
Manager role and that it is offered once to 
the roles that may opt in; the enrollment 
URL is replaced by the menu button; I.3 
(new or lost phone, disabling), which was 
empty, is written; and the storage note 
moves from 2fa.ini to the UserTOTP table, 
which travels with the user backup. Six 
new figures (I.1 to I.6). New Appendix M: 
Weasis integration, over DICOM Q/R and 
over DICOMweb. New sections 6.11 
(DashBoard) and 6.12 (Audit) with figures 
23 and 24; the Appendix A figures are 
renumbered to 25-28. The audit screen 
was half-translated and its footer named 
the DashBoard: fixed in pacs-main. 
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Legal notice 

WARNING: CharruaSoft SA products are NOT certified for primary diagnosis. They must not be 
used as the basis for primary diagnostic interpretation. 
While CharruaSoft SA delivers high quality products, we do not guarantee that our products are 
free from defects. We make no warranties regarding performance, merchantability, fitness for a 
particular purpose, or any other warranties whether expressed or implied. 
There are inherent dangers in the use of any software, and the Buyer is solely responsible for 
determining whether this SOFTWARE PRODUCT is compatible with its equipment and any 
other software installed on the equipment. 
The viewers included in CharruaPACS are not intended for primary diagnosis. Primary 
diagnosis must be performed on diagnostic viewing workstations that meet the applicable 
hardware, calibration, and validation requirements, in accordance with the regulations in force in 
the jurisdiction where the system is used. 
The Buyer is also solely responsible for the protection of its equipment and backup of its data, 
and under no circumstances shall CharruaSoft SA be liable for direct, indirect, special, 
incidental, or consequential damages resulting from the use, misuse, or inability to use this 
software, even if CharruaSoft SA has been advised of the possibility of such damages. 
SUPPORT AND REPLACEMENT WINDOW: Each published version of the SOFTWARE 
PRODUCT is supported for five (5) years from its release date. After that period CharruaSoft SA 
has no obligation to provide corrections, updates or technical assistance for that version. The 
SOFTWARE PRODUCT continues to operate; the licence does not expire. 
Licence keys are reissued when a hardware change makes the installed serial number no 
longer match the licensed one. Reissuance is available for five (5) years from the date of 
purchase of the licence, and the first reissuance of each licence is provided at no charge. 
Subsequent reissuances, and any planned migration involving more than two licences, are 
quoted as a service. After the five-year period the Buyer must acquire a new licence of the 
current version in order to operate on different hardware. 
LIMITATION OF LIABILITY: In any event, the total aggregate liability of CharruaSoft SA arising 
out of or related to the SOFTWARE PRODUCT, under any theory of liability, shall not exceed 
the amount actually paid by the Buyer for the licence giving rise to the claim. 
GOVERNING LAW AND JURISDICTION: This agreement is governed by the laws of the 
Oriental Republic of Uruguay. Any dispute arising out of or related to this agreement or to the 
SOFTWARE PRODUCT shall be submitted to the courts of Montevideo, Uruguay. 


